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FUNDAMENTALS OF RED HAT ENTERPRISE LINUX:
LAB SET-UP INSTRUCTIONS FOR EXERCISES ON
AMAZON EC2

INTRODUCTION

The edX course Fundamentals of Red Hat Enterprise Linux (RHO66x) includes a number of guided
exercises and labs, which gives you an opportunity to practice the skills you are learning in the
course presentations. To complete these exercises, you will need a practice system running

Red Hat Enterprise Linux 7 that you completely control.

One way to get access to a supported Red Hat Enterprise Linux system is to use Amazon EC2
(Elastic Compute Cloud). Red Hat and Amazon Web Services collaborate to provide officially
supported Red Hat Enterprise Linux images through Amazon’s on-demand public cloud service
at free or low cost.

The guided exercises and labs for this course were written assuming that you will set up an
account with Amazon Web Services and use it to start a single, simple system running Red Hat
Enterprise Linux 7. You will connect to that system securely over the internet and use it to
practice commands.

At the time of writing, Amazon Web Services provides an “AWS Free Tier” offering
(https://aws.amazon.com/free) which gives new users free access to certain sizes of cloud
instances and operating environments (including Red Hat Enterprise Linux 7) for up to 750
hours per month, for 12 months. If you are not eligible for AWS Free Tier or have used up your
Free Tier eligibility, a t2.micro-sized instance (cloud computer) running the same software, is
currently estimated to cost between USS$0.072 and USS0.08 per hour of compute time,
depending on the data center in which the instance is started. To conserve compute time and
any costs, make sure you shut down your cloud instance when you are not using it, and
terminate (delete) it when you are completely finished with it.

This guide focuses on the steps needed to set up a new AWS Free Tier account and to use it to
launch a simple Red Hat Enterprise Linux 7 instance for the purposes of this course.
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https://aws.amazon.com/free

IMPORTANT NOTICE

Amazon EC2 is a convenient way to get access to a Red Hat Enterprise Linux system for the
purposes of this course. This service is provided by a third party, Amazon Web Services, not by
Red Hat itself (although Red Hat does provide the initial AMI image and support for the
operating system provided through the service).

The security of your account, and of any cloud instances that you launch in Amazon EC2, is your
responsibility. You are also responsible for charges you may incur, if any, by using this service.
The instance that you are running is potentially visible to the public internet, and making
changes to your default settings beyond those discussed in the course, such as running network
services and opening ports in the firewall provided by AWS, or changing SSH server settings in
the cloud instance, may have consequences for the security of the cloud instances you are
operating.

CREATING AN “AWS FREE TIER” ACCOUNT

Open a web browser and navigate to https://aws.amazon.com/free/.

English ~ My Account ~ Create an AWS Account

AWS Free Tier

The AWS Free Tier enables you to gain free,
hands-on experience with the AWS platform,
products, and services.

wn CREATE A FREE ACCOUNT

Free Tier Details Get Started Free Tier Software

Choose CREATE A FREE ACCOUNT.

On the subsequent page, provide an email address, select | am a new user, and click Sign In
using our secure server.
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Sign In or Create an AWS Account

What is your email (phone for mobile accounts)?

E-mail or mobile number:

‘e, lamanew user.

AWS Accounts Include
| lamareturning user 12 Months of Free Tier Access

and my password is:

Including use of Amazon EC2,
Amazon 83, and Amazon DynamoDB

[ Sign in using our secure server .)

Visit aws. amazon.com/free for full offer terms
Forgot vour password?

Learn more about AWS Identity and Access Management and AWS Multi-Factor Authentication, features that provide additional security for
your AWS Account. View full AWS Free Usage Tier offer terms.

On the next page, fill out the form with your name, an existing email address for the account, and
a secure password. Then click Create account.
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Login Credentials

Use the form below to create login credentials that can be used for AWS as well as Amazon.com.

My name is: | |

My e-mail address is: || |

Type it again: | |

note: this is the e-mail address that we will use
to contact you about your account

Enter a new password: | |

Type it again: | |

Create account

About Amazon.com Sign In
Amazon Web Services uses information from your Amazon.com account to identify you and allow access to Amazon Web Services. Your use of this site is governed

by our Terms of Use and Privacy Palicy linked below. Your use of Amazon Web Services products and services is governed by the AWS Customer Agreement linked
below unless you purchase these products and services from an AWS Value Added Reseller.

Terms of Use Privacy Policy AWS Customer @ 1996-2017, Amazon com, Inc. or its affilates

An amazoncom. company

On the next page, provide appropriate contact information, and indicate whether this account is
a company or personal account.
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Amazon Web Services requires that you have payment information on record with your account,
even if you only plan to use the AWS Free Tier. This is in case you want to use more cloud
resources than are provided by the AWS Free Tier, or to charge you when your eligibility for AWS
Free Tier expires. Enter appropriate payment information.

Amazon Web Services will then verify your contact information and ability to set up this account.
You will be asked to provide (or confirm) a phone number. An automated system will
immediately call you and provide information so that you can enter a PIN to confirm you
received the message.

On the final page, choose a support plan. The Basic plan is free.

—— | sy o=
“i'amazon
" webservices Amazon Web Services Sign Up
Contact Information Payment Information Identity Verification Support Plan Confirmaton
—— Support Plan

AWS Support offers a szlection of plans to meetyour needs. All plans provide 24x7 access to customer
service, AWS documenlalion, whilepapers, and suppurl lurams. For aceess W lechinical sapporl and addilonal
resources o help you plan, deploy, and optimize your AWS environment, we ‘ecommend selecting a support
plan that best aligns with your AWS usage.

——— Please Select One

(w)Basic

Description: Customer Service for account and biling questions and access to the AWS
Community Forums.

Price: Included

() Developer

Use case: Experimenting with AWS

Description: One primary contact may ask technical questions through Support Center and
get aresponse within 12-24 hours during local business hours.

Price: Starts at $29/month (scales based on usage)

)Business

Use case: Production use of AWS

You are now registered with Amazon Web Services. Feel free to explore the various tutorials to
get oriented to the environment. It may take Amazon up to 24 hours to fully activate your
account. Check your email regularly in case any information needs to be clarified.

LAUNCH A NEW AMAZON EC2 INSTANCE

In this section, we will briefly outline the process to create and launch a Red Hat Enterprise
Linux 7 cloud instance for use as your machine for hands-on exercises.
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Open a web browser, navigate to https://aws.amazon.com/free/, and click Sign In to the
Console. You should see a screen similar to the one below:

AWS Management Console - Mozilla Firefox - o x
AWS Management Con... X | +
€ ) P @ | nttps://us-west-2.console. aws.amazon.com/console/home? region=us-west-24 @ |[Q search B o4 =

[JRed Hat External™ [L]Red Hat Presentatio.. @ Red Hat E-Business Sui... BaRed Hat Support [lIT New Hire Hub MBIT. Toolbox

- i _ _
[ 1] Services v Resource Groups v % L\ FRobert Locke Oregon v Support v

AWS services Featured next steps

‘ Q ‘ [%]T Manage your costs
Get realtime billing alerts based on your cost and

> Al services

usage budgets. Start now

ﬁl Get best practices

Build a solution Use AWS Trusted Advisor for security,

Get started with simple wizards and automated workflows. performance, cost and availability best practices.
Start now

Launch a virtual machine @ Build a web app @ Deploy a serverless
Wit a8 microservice

th EC2 With Elastic Beanstalk
minute ~& minutes With Lambda, AP| Gateway
~2 minutes

1

What's new?

Register a domain

EI Host a static website Greate a backend fer your
mobile app

) ; Announcing AWS Batch
With S3, CloudFront, Route 53 With Route 53
~5 minutes With Mobile Hub ~3 minutes Now generally available, AWS Batch enables developers,
~5 minutss scientists, and engineers to process large-scale baich jobs with

P

ease. Leam more

Learn to build See all Annauncing Amazon Lightsail
Leamn to dsploy your solutions through step-by-step guides, labs, and videos. See how this new service allows you 1o launch and manage your

& Firefox automatically sends some data to Mozilla so that we can improve your experience Choose What | Share| %

At the time of writing, Amazon appears to set up new accounts to start new virtual machines in
the US-West-2 (Oregon) data center by default. This may be far from your network location and
result in higher latency for your connection. In the upper right-hand corner of the Console, there
is a menu which allows you to set which data center you want to use before you launch your
virtual machine as shown in the screenshot below. Select an appropriate location from the
menu.

Featured next steps

| IT?—;}( Manage your costs
Get real-time billing alerts based on ydur cost and

usage budgets. Start now

If'l Get best practices
Lise AWS Trusted Advisor for security,

performance, cost and availability best 4ractices.

Start now

g Deploy a serverless RGQiOI‘I Se|ecti0n

With Lambda, AP| Gateway

~2 minutes

\What'e naw?
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Click the Launch a virtual machine link. This should load the EC2 Quick Launch screen:

Quick Launch an EC2 Instance
Amazon EC2 provides virtual machines in the AWS cloud, known as EC2 instances.
This quick launch wizard lets you create an EC2 instance with AWS-recommended default

configuration. If you need more options or fine-grained control over instance parameters, please use
the advanced EC2 Launch Instance wizard.

Click Get Started.

Quick Launch an EC2 Instance

Get started creating a General Purpose instance in the US West (Oregon) region that is powerful enough to run
most web apps.

Name your EC2 instance

This is how you will identify your instance in AWS console. Choose a name that is easy for you to
remember.

‘ My-Lab-Machine ‘

Use this name

Cancel

Enter a name for your instance and click Use this name. The following screen should appear:

Quick Start Steps

Name

Operating System

Instanc:

ype
Private Key

What we're launching for
you

Your virtual machine will be set up using
the following AWS services:

Virtual Machine
ECZ Instance

Storage
EBS Volume

Firewall

Security Group

Quick Start Steps

Name

Operating System
Instance Type
Private Key

What we're launching for

you

Your virtual machine will be set up using

the following AWS services:

Virtual Machine

EC2 Instance

Storage

EBS Volume

Firewall

Sec

Security Group
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Quick Launch an EC2 Instance

Get started creating a General Purpose instance in the US West (Oregon) region that is powerful enough to run most web

apps.

My-Lab-Machine

Select an Operating System

Red Hat Linux

Emerprise 7 2

Amazon Linux
AMI

2018030

Next

Cancel

Quick Start Steps

~" Name
Operating System
Instance Type

Private Key
What we're launching for you

Your virtual machine will be set up using the
following AWS services:

Virtual Machine

EC2 Instance

Storage

EBS Volume

Firewsll

Security Group

Choose Red Hat Linux Enterprise 7.2 and click Next. (Note that at the time of testing, this
actually selected an AMI based on Red Hat Enterprise Linux 7.3, contrary to the label on the
interface.)

Szlect an Operating System

.es‘ﬁ"'\.k

LQ 1 Red Hat Linux
redHar
—~

Select an instance type

t2.micro
1 CorzvCFLU (up 10 3.3 GHz), 1 GiB Memary RAM, € 68 Storage

Need a different instance ype? AWS offers additional opticns through the advanced FC7 | aaneh
Instance wizard.

Virtual Machine

[CZ Instarce

Storogs

EbE Yolume

Flrewa'l

Security Group

Choose t2.micro as your instance type (note that it is labeled FREE TIER ELIGIBLE) and then
click Next. You will be prompted to create or select a key pair for authenticating your remote

login:
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-:‘___‘red at ____(-'1 Firewall
~ Security Group

&

Select an instance type

.4”;..4""“._,\‘_‘.' )
v t2micro
t2 1 Core vCPU (up to 3.3 GHz), 1 GiB Memory RAM, 8 GB Storage

N

P4

Create a key pair

Amazon EC2 secures your instance using a key pair. In this step you will download the private key to
your computer.

Save it in a safe place and use it when you connect to your instance.

‘ My-Lab-Machine ‘

Name the key pair and click Download. Note the warning that AWS does not keep a copy of your
private key; if you lose this file after download, you will not be able to recover it. Keep this file
safe; if anyone else obtains a copy of it, they can use it to log in to your cloud instance. Click
Okay! Start Download to confirm the download.

Quick Launch an EC2 Instance - Mozilla Firefox

4
i3
-
a
1]

€ 0@ 2.conzol amazon.com/guickstart/vm /hom eZregion =uz w ezt 2 )

[EJRed Hat External~ ] Red Hat Presentatio.. v @ Red Hat E-Business Sui... [Red Hat Support [lIT New Hire Hub MBILT, Toolbox

Select an Operating System

St
Q Red Hat Linux Firewall
L_reditat_J Securty Grou

n instance type

r Y 2.micro
t2 1 Core vCPU (up to 3.3 GHz), 1 Gi Memary RAM, 8 GB Storage

Private Key

a mylab2
Generate anew key

@ Feedback @ English

Finally, click Create this instance to start your machine for the first time.

www.redhat.com



Quick Launch an EC2 Instance

Get started creating a General Purpose instance in the US West (Oregon) region that is powerful enough to run most web apps.

My-Lab-Instance

Select an Operating System

Red Hat Linux

Select an instance type

t2.micro
1 Core vCPU (up 10 3.3 GHz), 1 GiB Memory RAM, 8 GB Storage

Private Key

My-Lab-Instance
Generatea new key

Your Instance is Launching!

Amazon EC2 is launching your instance. This process should only take a few minutes.
You can proceed to the EC2 Console while this process takes place.

Create this instance

My-Lab-Machine

Status: In progress...

While you wait, learn more about...

Managing your Instance

You can manage your instance in
the EC2? console. Click on your
instance and explore available
options in the console.

See your instance in EC2 console

Connecting to your Instance

You can connect to your instance
with your client. In the EC2 console,
select your instance and click
‘Connect’ for detailed instructions.

Goto EC2 console

Securing your Instance

To protect your instance, weve
configured a security group (a
firewall) to only accept connections
from your current IP
(50.157.84.43). To enable other
connections, such as HTTR add
rules to the security group.

Configure security group

Quick Start Steps

¥ Nome
 Operating System

~ Instance Type

 Private Key

‘What we're launching for you

Your wirtual machine will be set up using the following AWS services:

Virtual Machine
EC2 Instance

Storage

EBS Volume

Firewall

What we're launching for
you

Your virtual machine will be set up using
the following AWS services:

Virtual Machine

EC2 Instance

Storage

EBS Volume

Firewall

Security Group

Proceed to EC2 console

You can immediately click Proceed to EC2 console or wait until the instance shows Status:
Completed to make sure that it is running.
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EC2 Dashboard . GG comnest | Actions v o 8 0

Events

Tags Q, Name:My-Lab-Instance (2] 1tolof1

Reports

Liffiks @ Name - Instance ID ~ Instance Type - Avallability Zone - | Instance State - Status Checks -~ Alarm Status PublicDNS (IPv4) - IPvAPubliclP - IPV6IPs - KeyName -
@ My-labinsta i-060b5a57b01fdd11b  t2.micro us-west-2c @ runni ng Z  Initializing None Y&  ©c2-34-210-56-134.us-. 34.210.56.134 - My-Lab-Instance

Instances

Spot Requests

Reserved Instances

Scheduled Instances

Dedicated Hosts

AMIs Instance: | i-060b5a57b01dd11b (My-Lab-Instance)  Public DNS: ec2-34-210-56-134.us-west-2.compute.amazonaws.com [_J—Q=]

Bundle Tasks
Description | StatusChecks  Monitoring | Tags

Volumes Instance ID  H060b5a57b01fdd11b Public DNS (IPv4)  ec2-34-210-56-134.us-wes!-2 cOmpute aMazonaws.com

Snapshots Instance state  running IPv4Public IP 3421056134

Instanee type  t2micro IPv6IPs -
< Private NS [p-172-31-1-37.us- west-2.compute intemal
Security Groups
17231137
lastic IP:

ElsticIPs e-WebServerSecurityGroup-RZTSBDQOTYDF. view
Placement Groups
Key Pairs Scheduled everts sled events VPCID  vpc-agofadce
Network Interfaces AMIID RHEL-7.3_HVM_GA-20161026-x86_64-1-Hourly2-GP2 (ami-6f6scfof) SubnetID  subnet-82cd22d9

Platform Network interfaces  ethd

IAMrole - Source/dest. check  True

Load Balancers
Key pairname  y-Lab-Instance

When the Instance State for your instance is running, you can connect to your Red Hat
Enterprise Linux 7 instance.

CONNECTING TO YOUR RED HAT ENTERPRISE LINUX INSTANCE ON AMAZON EC2

The recommended way to access your Red Hat Enterprise Linux cloud instance for this course is
to use Secure Shell (ssh) to get an interactive shell on the system.

Step 1: Getting SSH

If you are using macOS or Linux: The OpenSSH command (ssh) should already be installed on
your computer. Start a terminal program to get a shell, and proceed to the next step.

If you are using Microsoft Windows, you will need to get an SSH client as follows:

e Option 1: Download Git for Windows from https://qgit-scm.com/download/win and install
it using the default settings. When it is installed, right-click on your desktop (not an icon
or afile) and select Git Bash Here to open a Git Bash command prompt. An SSH client is
provided with Git Bash and you can continue with Step 2.

e Option 2:If you have the PuTTY client, which can be downloaded from
http://www.chiark.greenend.org.uk/~sgtatham/putty/, and you are familiar with that
tool, you can use that to connect to your instance. AWS provides a tutorial on this at
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/putty.html.

Step 2: Connecting to your instance with SSH

From the Amazon EC2 console, in the left-side menu under INSTANCES, click Instances to
display a list of the instances you have running. This is probably just the one you set up for this
course. Select its checkbox and click Connect:
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EC2 Dashboard P (BN CI - Connect Actions v

Events -
Tags €, | Name: MyLab-Instance Add filter
Reports
Limits @ Name - Instance ID ~  Instance Type - Availability Zone ~ Instance State ~
o INSTANCES @ My-labnsta.. i-060b5a57b0lfddllb  t2.micro us-west-2c @ running
| Instances
Spot Requests
Reserved Instances
Scheduled Instances
Dedicated Hosts

= IMAGES
AMIs Instanoe:li-lJSIJbSaS?bIJlfdd‘l!h (My-Lab-Instance) Public DNS: ec2-34-210-56-134.us-west-2.compu
Bundle Tasks

Description Status Checks Manitoring Tags
|=) ELASTIC BLOCK STORE

Volumes Instance ID  060b5a57b01fdd11b
Snapshots Instance state  running

Instance type  t2micro

NETWORK & SECURITY
. Elastic IPs
Security Groups

Clnntin INa

This should display a box with instructions on how to use your SSH client to connect to the
selected instance, similar to the following:

Avallability zone  us-west-2c

Connect To Your Instance X

I would like to connect with (® A standalone SSH client

() A Java SSH Client directly from my browser (Java required)

To access your instance:

1. Open an SSH client. (find out how to connect using PuTTY)

2. Locate your private key file (My-Key-Pair.pem). The wizard automatically detects the key you used to launch
the instance.

3. Your key must not be publicly viewable for 35H to work. Use this command if needed:

chmod 48@ My-Key-Pair.pem

4. Connect to your instance using its Public DNS:

ec2-52-26-146-90.us-west-2.compute.amazonaws. com

Example:

ssh -i "My-Key-Pair.pem" ec2-user@ec2-52-26-146-98.us-west-2.compute.amazonaws.com

Please note that in most cases the username above will be correct, however please ensure that you read
your AMI usage instructions to ensure that the AMI owner has not changed the default AMI username.

If you need any assistance connecting to your instance, please see our connection documentation.

Close

Note that the -i option to the ssh command expects the appropriate relative or absolute path to
the file in which your private key is stored.
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In your shell prompt (using Terminal on macOS or Linux, or Git Bash on Windows or other
program), use these instructions to connect to your Red Hat Enterprise Linux instance on
Amazon EC2.

STOPPING YOUR RED HAT ENTERPRISE LINUX INSTANCE ON AMAZON EC2

When you are not using your Red Hat Enterprise Linux instance for lab exercises, you should
stop it in order to conserve your compute time (or to control costs if you are not using AWS Free
Tier).

To do this, log in to your AWS account and go to the EC2 Console, and select the Instances view
as discussed above. Right-click on the instance you want to stop to display the following menu:

EC2 Dashboard ) ) | F———

Events

Tags Q Filter by tags and attributes or search by keyword

Reports

Limits Name ~ | Instance ID «~ Instance Type ~ Availability Zone ~ Instance State - Sta
=] INSTANCES a H0214bB21 120 il » g o

Instances i-0efa33520d e ir s Passwor us-west-2c @ terminated

Spot Requests

Reserved Instances

Scheduled Instances Settings Stop I
[

Dedicated Hosts ge Reboot
i s Networking Terminate
= IMAGES
CloudWatch Monitoring
AMIs
Bundle Tasks :
= ELASTIC BLOCK STORE Instance: | i-02f4b82112ca8402d  Public DNS: ec2-35-165-122-37.us-west-2.compute.amazonaws.com
Volumes
Snapshots Description Status Checks Monitoring Tags
=l NE SECURITY Instance ID  -02f4bB2112caB402d Public DNS {
Security Groups
’ Instance state  running |Pv4 Puk
Elastic IPs
Instance type  t2Z.micro IPv

Placement Groups

Under Instance State, click Stop. Click Yes, Stop to confirm that you want to stop the instance.
We do not use the ephemeral storage in this course.

Watch the status of the instance in the EC2 Console to ensure that it actually stops. It should
transition to the state stopping and then stopped.

Stopping your instance temporarily shuts it down, but does not remove the machine from
Amazon EC2. You can still restart it later.
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RESTARTING YOUR RED HAT ENTERPRISE LINUX INSTANCE IN AMAZON EC2

Restarting a stopped instance is very similar to stopping one. Log in to your AWS account and
go to the EC2 Console, and select the Instances view as discussed above. Right-click the
instance you want to start to display the submenu, and under Instance State, click Start. Click
Yes, Start to confirm you want to start the instance.

Watch the status of the instance in the EC2 Console to ensure that it starts. It should transition
to the state pending and then running.

Your Red Hat Enterprise Linux instance will have a different public host name and IP address
than it did before it was stopped, so you will need to select it and click Connect to confirm the
new SSH command to use.

TERMINATING YOUR RED HAT ENTERPRISE LINUX INSTANCE IN AMAZON EC2

At the end of the course, you should stop and completely terminate your instance to remove it
from Amazon EC2 permanently. This avoids such things as any risk of charges for long term
storage (beyond the term of your AWS Free Tier initial year, for example).

To terminate an instance, log in to your AWS account and go to the EC2 Console, and select the
Instances view as discussed above. Right-click the instance you want to terminate to display
the submenu, and under Instance State, click Terminate. You will be warned that this will
remove all local storage.

Warning: The next step is permanent and irreversible. Click Yes, Terminate to confirm you want
to destroy the instance.

Watch the status of the instance in the EC2 Console to ensure that it is terminated. It should
transition to the state terminated.

LOGGING OUT OF AMAZON EC2

You are responsible for the security of your Amazon EC2 account. You should ensure that you
log out of Amazon Web Services when you are finished using it. Click your username at the top
of the web dashboard, and click Sign Out in the menu.

Warning: Signing out of the web console DOES NOT automatically stop or terminate any
running Amazon EC2 instances. They will continue to run until you stop or terminate them.

ADDITIONAL REFERENCES

How to Launch a Linux Virtual Machine on the Cloud:
https://aws.amazon.com/getting-started/tutorials/launch-a-virtual-machine/

Amazon Elastic Compute Cloud User Guide for Linux Instances:
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http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html

You might want to look into taking additional steps to secure your AWS account with two-factor
authentication, or to limit which hosts can contact your instances by using Security Groups. See
the AWS documentation for details.

The AMI providing the Red Hat Enterprise Linux 7.3 operating system tested for this course was
ami-6f68cfOf (RHEL-7.3_HVM_GA-20161026-x86_64-1-Hourly2-GP2). It is expected that this
course will function with other official Red Hat Enterprise Linux 7 AMIs as well.
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